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Description

The first goal of this book is to lead professionals responsible for risk analysis and risk management through the risk analysis process from beginning to end, highlighting several benefits of performing the analysis while simplifying the process. The second goal is to emphasize the importance of moving beyond thinking of this exercise in terms of just meeting compliance requirements, of going a step further in mitigating risk.



The first three chapters focus on information released by the Department of Health and Human Services (HHS) Office for Civil Rights (OCR), highlighting the difficulties entities experience with risk analysis. Examples of organizations cited by the OCR for not having a compete risk analysis at the time a breach occurred and feedback from proactive audits are illustrated. Chapters 4 through 8 lead readers through each of the necessary components of the risk analysis. Chapter 4 outlines the process of identifying instances of electronic protected health information (ePHI). Chapter 5 focuses on threats and threat actors. Chapter 6 is where documenting vulnerabilities are discussed. Chapters 7 and 8 illustrate how likelihood and impact ratings are assigned, so that risks can be documented.
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